
Binary format of RBA Token version 2

# Field Name Size Data Type1 Notes # Field Name Size Data Type Notes

1 SerialId 4 Integer 10.1 Padding 0...3 0

2.1 Padding 4 0 10.2 UserNameSize 4 Integer

2.2 AuthenticationTime 8 Long milliseconds 10.3 UserName In [10.2] String

3 ExpirationTime 8 Long milliseconds 11.1 Padding 0...3 0

4.1 ApplicationNameSize 4 Int 11.2 NumberOfRoles 4 Integer

4.2 ApplicationName In [4.1] String 11.3* Padding 0...3 0

5 ApplicationCritical 1 Boolean 11.4* RoleLength 4 Integer

6.1 Padding2 0...3 0 11.5* Role In [11.4] String

6.2 ApplicationTimeout 4 Integer minutes 12.1 Padding 0...3 0

7.1 LocationNameSize 4 Integer 12.2 ExtraFieldSize 4 Integer

7.2 LocationName In [7.1] String 12.3 ExtraFields3 In [12.2] Byte array internal use

8.1 Padding 0...3 0 --- no padding4

8.2 LocationAddressSize 4 Integer 13.1 SignatureLength 4 Integer

8.3 LocationAddress In [8.2] Byte array 13.2 Signature In [13.1] Byte array

9 LocationAuthReq 1 Boolean

* Fields 11.3-11.5 repeat the number of times specified in [11.2]

Notes:

1. Date Formats:

● Integer and Long: big endian (MSB comes first)
● String: null terminated
● Boolean: 0=false, 1=true

2. Variable-size padding is used by JacORB  to align the position of a next field. In our case the positions of all integers must be divisible 
by 4.

3. Extra fields [12.3] are used internally for the authentication.
3. In the current RBA implementation the signature [13] is generated independently of the token body [1-12], that's why there is no 

padding between them. Technically, you can transfer the body and the signature one after another, as a single chunk of data.


